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Why An Acceptable Use Policy Increases Security

It’s official: end users are the weakest link in the IT security chain. You can set
up a firewall, encryption, anti-virus software, and password protection up to your
ears, but it won’t save you from the employee who posts his access information
to a public web site.

Most security breaches, viruses, spyware, and other network problems are a
result of human error—an end user unknowingly downloading an infected file, e-
mailing confidential information, or disabling their anti-virus, to name a few.

So what is a company to do? While there is no surefire way to keep end users
from making mistakes, you can dramatically reduce the number of problems by
creating an acceptable use policy (AUP) and training your employees on what is
and what is NOT acceptable behavior.

But if you want your employees to actually adhere to your security policies,
here are a few tips:

o Keep it simple. A long, confusing policy that looks like a legal document is
about as easy to read as the instruction manual for your digital camera. Make
the policies clear and easy to read. Give examples and include screen shots
where necessary.

e Provide group training. Many companies make the mistake of distributing
their AUP by e-mail and telling employees they must read it on their own. This
gives the employees the option of NOT reading and simply signing and submit-
ting. You don’t need hours of classroom training but a simple 15 or 20-minute
session will force even the most reluctant users to learn a thing or two.
o Keep employees updated. To add to the above tip, make sure you update
employees on a regular basis to keep the policies fresh in their minds and to
educate them about new threats.
o Explain the consequences of not following the policy. This is both ex-
plaining the negative effects to the business as well as disciplinary actions that
will be taken if they refuse to follow policy. Occasional violators should be
warned, and habitual violators should be disciplined.
e Monitor their behavior. The best policy in the world won’t work if it's not
enforced. There are many tools on the market that can do this for you automati-
cally.
Need Help In Creating An

Acceptable Use Policy and Training Your Staff?

Not only can we help you create a customized acceptable use policy for your
staff, but we can also provide training on the topic and even install network
monitoring software to make sure it is enforced. Call us at 503-416-3110 for
more info.
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Gadget of the Month:
PDA Keyboard

If your thumb muscles are
sore from editing
documents or sending
lengthy e-mails on your PDA,
relief is on the way. Thanks
to Bluetooth technology
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now get a special full-sized
keyboard that will work with
your Smart-phone or PDA.
Just set your phone in the
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viola...you have an instant
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needed, either. Just
download the software right
to your phone.

Wondering how or why
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keyboard for your
miniphone? They thought of
that too. Weighing in around
60z and folding to the size of
a cup of coffee, these
keyboards come with a

small carrying case. With
many manufacturers now on
the PDA keyboard
bandwagon, you can get
your hands on one online for
under $80 through almost
any technology reseller.

N2

If Disaster Strikes, How Fast Could Your Company
Be Back Up And Running?

You hear it all the time from ust
back up your data, keep your virus
protection current, and install and
maintain a firewall to protect your-
self from hackers and other online
threats.

However, while these precautions
will certainly help you avoid prob-
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ter recovery plan in place.

Are You A Sitting Duck?
We all know that an ounce of pre-
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yet, disaster recovery planning often
takes a distant second to the daily
deadlines and pressures of running a
business. That means that most busi
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end up offline and without your data

Q ¥ter grgmple lightning storm.
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to you? Consider this: data-erasing
disasters can also take the form of
office fires and broken water pipes,
t just earthquakes floods and
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burned beyond recovery would
probably be destroyed by the fire-
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mon is software corruption, hard-
ware failures and human error!

Disaster Recovery Questions You
Need To Answer
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have to be complicated, time-
consuming or expensive. Start by
asking yourself the following
questions...
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data daily to both an onsite and off-
site location?

2. Are you absolutely certain that
your backup copy is valid, complete
and not corrupt? How do you know
for sure?

3. If disaster strikes, HOW would you
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time?

4. Do you have copies of all the soft-
ware licenses and discs in a safe lo-
cation that could be accessed in the
event of having to rebuild your
server?

5. Would you and your employees

have a way to access your network

remotely if you couldn't get to the

office?

6. Do you store important pass-
words i mljéiecure pJace that.co

pa nQO%f

unavailable?

7. Do you have a UPS
(uninterruptible power supply) de-
vice in place to keep your network
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running during a power outage?
8. If your phones are down, where
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9. If a more common disaster oc-
curs, such as server hardware fail-
ure, do you have an onsite way to
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Client Satisfaction Results

We asked, you responded T here is what you said:

Microsoft Client Satisfaction Survey - Gold Certified Partners - Q1 2010

. Above Average /N Average Q Below Average

. : . Your Results | Average for All
Key Performance Indicators " o
{ServerLogic) Partners

To measure these results against other

service Microsoft Gold Certified 185.71 @ 167.87

Customer Loyalty Segmentation

Champions 9534 3 BR.42

Satisfied 100 @ 96.76
Likely to Recommend 9524 @ 92.66
Likely to Repurchase 9524 ] 90.25
Competitive Advantage 7619 O 7151
Overall Performance 80.95 ] 67.75
Ease of Doing Business 90.48 @ 7391
Quality of Communication 20.05 @ 7059
Quality of Sales 7368 O 67.1

Quality of Products 7805 @ 7193
Quality of Support =Ty @ 7341
Value Received 76.19 @ B65.75
Ability to Meet Your Needs 8571 ) 7231

We had a terrific response T thank you! This is one way we can be sure we under-
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(Continued from page 2)
This is NOT a complete list, but it is a good start to get you thinking in the right direction.

Our FREE Disaster Recovery Plan Helps You Prepare
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qguake can cause, between now and the end of May, we will be giving away a FREE Backup
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your plan (or lack of one) and provide a simple action plan on what you need to do to make
sure your business can always be up and running.

But take note! We can only make this available to our clients and friends from now through
the end of May; after that, the fee for this consultation will be $395. For more information,
email Rob at robgrove @serverlogic.com or call us on 503-416-3110.
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* * * * * * * * * * * * * * * * * * *

At ServerLogic,s$ 62N)] +ta +y SEGSyarzy 2F 2
security, efficiency and greater profits. We take time to listen to our clients so that we un-
derstand their challenges. Only then can we use our knowledge and experience in creative
and innovative ways to help them make the decisions that are best for them, no matter
what.

As a company and as individuals, we are:

\' Caring, friendly and helpful

\  Diligent and persistent
V' Innovative and aware

\' Trustworthy and honest
\' Professional and reliable

Your Complete IT Department T Here Are The Services We Offer:
e Managed Computer and Network Support

e Backup and Disaster Recovery Solutions

e VolIP (Voice Over IP) Phone Systems

e Law Office Specialized Support

e Wireless Networking

¢ Website and Email Hosting

e Network Security and Firewall Setup

e Virus and Spyware Protection and Removal

e PCand Server Acquisition, Delivery and Setup

e Custom Software Development
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